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1 Candidate Research Area Statement
Cyber-Physical Systems (CPS) are critical to multiple aspects of our daily lives. The dual operating nature
and highly integrated control of CPS means that they not only inherit problems from traditional computing
systems (ie. software vulnerabilities, hardware side-channels, etc), but introduce challenges of their own.
The fundamental question that then arises is: to what degree can existing security techniques help and what
new opportunities exist?

A cyber-physical system’s feedback loop between the continuous analog (physical) and discrete digital
(cyber) domains requires a re-evaluation of computer security principles & techniques to expose threats and
defensive opportunities that can leverage their unique characteristics.

2 Faculty Committee Members
The candidate respectfully solicits the guidance and expertise of the following faculty members and welcomes
suggestions for other important papers and publications in the exam research area.

• Prof. Suman Jana

• Prof. Simha Sethumadhavan

• Prof. Jeannette Wing

3 Exam Syllabus
The papers have broad coverage in the space of CPS, which are needed to make a fair assessment of these
systems unique aspects that lead to new threats and defensive opportunities.

• I begin with attack papers that exploit various properties of CPS to identify threat vectors and addi-
tionally expose challenges faced from both an attacker’s and defender’s perspective.

• Next, I provide an overview of defensive techniques proposed across various CPS domains. I mainly
focus on techniques that leverage the unique characteristics of these systems. These techniques may
protect one or more CPS component.

• Finally, I conclude by highlighting opportunities for future work.
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Table 1 categorizes attack papers according to the components they target. Table 2 categorizes techniques
according to defensive objectives and highlights components they protect.

Component References
Control
Software Vulnerabilities
Software vulnerabilities such as memory safety, concurrency, etc. Szekeres et al. [1]

Algorithmic
Violation of assumptions in control algorithms due to adversarial behavior. Liu et al. [2]

Dadras et al. [3]

Communication
Network Protocols
Vulnerabilities in protocols, topology, etc. Checkoway et al. [4]

Sensing & Actuation
Signal Spoofing
Modification of an analog signal being sensed. Shoukry et al. [5]

Kune et al. [6]
Son et al. [7]

Park et al. [8]

Visual Spoofing
Modification of a visual environment. Davidson et al. [9]

Eykholt et al. [10]

Table 1: CPS Threat Vectors
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Objective References Component

Con
tro

l

Com
m.1

S&
A

Prevention
Authentication
Verification of valid system component interaction. Shoukry et al. [11] − − ✓

Formal Methods
Sound verification of system properties. Mitra et al. [12] ✓ − −

Bohrer et al. [13] ✓ − −

Memory Safety
Enforcement of memory safety related properties. Clements et al. [14] ✓ − −

Resilient Control
Algorithms resilient to adversarial behavior. Ivanov et al. [15] ✓ − ✓

System Architecture
Structural organization of system components for high secu-
rity assurance.

Liu et al. [16] ✓ − ✓

Detection
Attestation
Verification of system trustworthiness. Valente and Cárdenas [17] ✓ − ✓

Chen et al. [18] ✓ − −

Intrusion Detection
Monitor system properties for violations. Cho et al. [19] ✓ − ✓

Urbina et al. [20] ✓ − ✓
Cheng et al. [21] ✓ − −

Vulnerability Discovery
Determine presence of system correctness errors (i.e. bugs). Corteggiani et al. [22] ✓ − −

Pustogarov et al. [23] ✓ − −

Mitigation
Reconfiguration
Ability to perform self-recovery. Abdi et al. [24] ✓ − ✓

Kong et al. [25] ✓ − ✓

Table 2: Defensive Techniques

1To the best of my knowledge no existing papers leverage unique CPS properties to protect Communication.
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