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Presenter
Presentation Notes
Hello all, Welcome! Today I’ll be talking about Cyber-Physical systems and will be highlighting key insights and work in the field that have helped define security in this domain.



Cyber-Physical Systems
Systems that sense and actuate on 

the physical environment.
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Presentation Notes
For those who aren’t familiar with cyber-physical systems. Consider a car, airplane, and the subway you probably rode on this morning. These are all different types of Cyber-Physical Systems or CPS for short. These are systems that....



Cyber-Physical Systems
Systems that sense and actuate on 

the physical environment.
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Sense and...



Cyber-Physical Systems
Systems that sense and actuate on 

the physical environment.
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Actuate on the physical environment...
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Analog

Digital

Presenter
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These systems constantly transition between the physical analog world and the digital computing world. So… what’s the problem with these systems?...



The Problem
“Our daily lives will depend more and more on these systems.  
Our lives, our money, our welfare. How can we design cyber-
physical systems that we can bet our lives on?”

--Jeannette M. Wing
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Presentation Notes
I think Jeannette put it quite succinctly in one of her articles a few years ago. Given that we depend on these systems a great deal, in multiple aspects of our daily lives…



The Problem
“Our daily lives will depend more and more on these systems.  
Our lives, our money, our welfare. How can we design cyber-
physical systems that we can bet our lives on?”

--Jeannette M. Wing
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 How do we design them such that we can bet our lives on them?
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Safety

Presenter
Presentation Notes
For many, The first concern that comes to mind when tackling this problem is safety.



9

Security Safety

Presenter
Presentation Notes
I argue that is should also include security. I like to think about the two in the following way. The lock on your door helps to ensure that your valuables are not stolen by a malicious actor.It is responsible for maintaining the safeguards you expect in order to ensure safety. In this case it prevents your fire-extinguisher from being stolen, which can keep you safe during a fire.



The Claim
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By the end of this talk my goal is to...



CPS Security is Different
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convince you that CPS security is different from traditional cyber-security.



CPS Security is Different...
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● It can overlap with traditional cyber-security.
○ Similar software and network vulnerabilities [1,4].

~

Presenter
Presentation Notes
At first glance one might be wary of that claim given that CPS and traditional computing systems don’t seem to be that different.After all, today’s cars are made up of hundreds of computing devices that run software, not too dissimilar to what we think of as traditional computers.In fact, CPS inherit many of the issues plaguing traditional computing system, BUT with different degrees of modality. For example, differences in the hardware & software architectures of CPS, may make it so that previously developed offensive and defensive techniques are not trivially portable or even applicable.



CPS Security is Different...
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● It opens up unexplored surfaces.
○ Control algorithms [2,3]
○ Physical environment [5-10]

Presenter
Presentation Notes
CPS begin to differentiate themselves when considering two largely unexplored surfaces:(1) the control algorithms that operate the physical system and (2) the interaction between the physical and digital environments. While there is a large body of work that looks at these two aspects from safety perspective, it hasn’t been until recently that the community has started to consider them under adversarial situations.



Research Question
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This brings me to the following research question...
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Research Question
To what degree can existing security techniques help 
and what new opportunities exist?

1968 2018

Presenter
Presentation Notes
To what degree can existing security techniques help and what new opportunities exist?
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CPS Fundamentals

Presenter
Presentation Notes
Before we can begin to answer this question we need a closer look at what makes up a CPS.



CPS Components

Process

Controller

Actuator Sensor

Cyber

Physical

Control

Communication

Sensing/Actuation
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There are 3 main components...



Communication

Sensing/Actuation

CPS Components

Process

Controller

Actuator Sensor

Cyber

Physical

Control
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Presenter
Presentation Notes
The first being control, which maintains the stability of the physical process and operates in the digital domain...
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Physical

Control

Communication
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The second, communication, encompasses everything from the network interconnect, to the protocols...
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And finally Sensing & Actuation which allows the controller to observe the physical process, as well as, provide stabilizing input.



Threat Vectors
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Presentation Notes
With this picture laid out we can start to discuss the threats each of these components may face.
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Control

Communication

Sensing/Actuation

Presenter
Presentation Notes
We’ll start with control



Threat Vectors: Control
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● Algorithmic
○ Violation of assumptions in control algorithms due to adversarial behavior.

Presenter
Presentation Notes
For this talk I’ll focus on what I refer to as algorithmic attacks. These are attacks that violate assumptions in the control algorithms as they do not necessarily know how to deal with malicious inputs.Let me give you a concrete example to help clarify...



Threat Vectors: Control
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● Algorithmic
○ Violation of assumptions in control algorithms due to adversarial behavior.

Controller Controller Controller Controller

Dadras et al. [3]
Vehicular Platooning in an Adversarial Environment

Presenter
Presentation Notes
Consider the following scenario: A platoon (or train) of vehicles is driving down the highway.Each vehicle communicates with one another relaying information about their current velocity and acceleration. More importantly they all operate the assumption that the other vehicles in the platoon behave as expected, using the same controller.This leads to an important property referred to in the literature as “string stability”.What this means is that perturbations introduced by an arbitrary vehicle in the platoon will become attenuated as they are propagated along the length of the platoon.  



Threat Vectors: Control
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● Algorithmic
○ Violation of assumptions in control algorithms due to adversarial behavior.

Dadras et al. [3]
Vehicular Platooning in an Adversarial Environment

Presenter
Presentation Notes
The statement is quite intuitive when viewed graphically. On the x-axis we have time and on the y-axis velocity. The dashed cyan line shows the lead vehicle accelerating and decelerating with subsequent vehicles following suit. Notice that the oscillations become damped over the length of the platoon; this is string stability.The reason this is important for platoons is that without string stability, you can imagine that these perturbations can grow unbounded and thus can cause rear-end crashes, etc..



Threat Vectors: Control
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● Algorithmic
○ Violation of assumptions in control algorithms due to adversarial behavior.

Destabilize a platoon of vehicles using Adaptive Cruise Control.

Controller Controller Controller ControllerController’

Dadras et al. [3]
Vehicular Platooning in an Adversarial Environment

Presenter
Presentation Notes
Violating this property of string stability is exactly what Dadras et al. accomplish in their work. In this attack, an adversary joins the platoon which violates the “same controller” assumption mentioned before...



Threat Vectors: Control
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● Algorithmic
○ Violation of assumptions in control algorithms due to adversarial behavior.

Destabilize a platoon of vehicles using Adaptive Cruise Control.

Controller Controller Controller ControllerController’

Dadras et al. [3]
Vehicular Platooning in an Adversarial Environment

Presenter
Presentation Notes
increasing the likelihood of vehicles to crash by violating “string stability”.In contrast to the previous graph, here you can see the same change in the lead vehicles velocity in cyan. But now notice how the following vehicle’s velocity increases.What this work demonstrates is that a single, maliciously controlled vehicle can compromise the platoon without having to compromise the other vehicles individually. This is precisely why these algorithmic attacks are interesting. They can have a SIMO (Single Input Multiple Output) effect which helps an attacker maximize their reach.



Threat Vectors: Control
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● Algorithmic
○ Violation of assumptions in control algorithms due to adversarial behavior.

Take Away
Even perfectly secure hardware & software may be compromised if control 

algorithms cannot properly handle malicious inputs.

Presenter
Presentation Notes
The lesson to take from these threats is that: “Even perfectly secure hardware & software may be compromised if control algorithms cannot properly handle malicious inputs.”This is not necessarily unique to CPS, but it is certainly more of a concern as these control algorithms form the basis for maintaining the safety of the physical process. Unlike in cyber-systems where the effects usually do not have a physical manifestation.
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Control

Communication

Sensing/Actuation

Presenter
Presentation Notes
I’ll skip over communication due to time, and focus on the more interesting Sensing & actuation threats.



Threat Vectors: Sensing & Actuation
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Presenter
Presentation Notes
Sensors and actuators are at the boundary between a CPS’s digital and analog domains. CPS rely on them for ground truth about the physical world. So what happens when...



Threat Vectors: Sensing & Actuation
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Presenter
Presentation Notes
An attacker compromises the system’s view of the world? How would they do this....



Threat Vectors: Sensing & Actuation
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Well, there are numerous entry points for adversaries to choose from, with for example a modern vehicle having a wide suite of sensors.These different sensors rely on different...



Threat Vectors: Sensing & Actuation
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Presentation Notes
Physics. For an attacker, some physical quantities may be easier or more difficult to compromise. This fact is at the crux of the threats faced by CPS. Today, I’ll focus on the sensors.



Threat Vectors: Sensing & Actuation
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Controller Sensor Environment
Channel

Transmission
Channel

Regular 
Channel

Side-Channel

Presenter
Presentation Notes
Sensors are complicated pieces of hardware.At a high level, threats against them can be broken down according to the “channel” which an adversary chooses to compromise.
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Controller Sensor Environment
Channel

Transmission
Channel

Regular 
Channel

Side-Channel

Visual

Environment Channel: Surrounding where sensing occurs.

Davidson et al. [9] - Project visual pattern to exploit optical flow 
sensors.

Eykholt et al. [10] - Minimally modify visual environment to force DNN 
misclassification.

Presenter
Presentation Notes
Here the environment channel refers to the surroundings where the sensing occurs. For example, this can be visual in nature in which an attacker modifies a perceived scene.
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Controller Sensor Environment
Channel

Transmission
Channel

Regular 
Channel

Side-Channel

Visual

Environment Channel: Surrounding where sensing occurs.

Davidson et al. [9] - Project visual pattern to exploit optical flow 
sensors.

Eykholt et al. [10] - Minimally modify visual environment to force DNN 
misclassification.

Presenter
Presentation Notes
I’ll briefly discuss work done by Davidson et al that fits into this category...



Threat Vectors: Sensing & Actuation
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● Visual Spoofing
○ Modification of the visual environment.

Davidson et al. [9]
Controlling UAVs with Sensor Input Spoofing Attacks

Presenter
Presentation Notes
This work targets the optical flow camera used for stabilization in Quadcopters/Drones. For those unfamiliar, these optical flow cameras use subsequent image frames to determine x,y (2D) motion.



Threat Vectors: Sensing & Actuation
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● Visual Spoofing
○ Modification of the visual environment.

Davidson et al. [9]
Controlling UAVs with Sensor Input Spoofing Attacks

Presenter
Presentation Notes
The process involves detecting specific image features, like contrast or edges and using displacement from those features to calculate a change in position. The proposed attack works by introducing new features into the camera’s field of view; causing it to track the adversarial features instead.



Threat Vectors: Sensing & Actuation
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● Visual Spoofing
○ Modification of the visual environment.

Davidson et al. [9]
Controlling UAVs with Sensor Input Spoofing Attacks

Presenter
Presentation Notes
The authors mount this attack by projecting a laser grid pattern causing the optical flow camera to become “confused”. This leads to misbehavior on part of the quadcopter. 



Threat Vectors: Sensing & Actuation
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Controller Sensor Environment
Channel

Transmission
Channel

Regular 
Channel

Side-Channel

Signal

Regular Channel: Physical quantity being directly sensed.

Shoukry et al. [5] - Manipulate magnetic vehicle braking sensor.

Park et al. [8] - Saturate readings of infusion pump IR sensor.

Presenter
Presentation Notes
Next, The regular channel refers to the physical quantity being directly sensed. 
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Controller Sensor Environment
Channel

Transmission
Channel

Regular 
Channel

Side-Channel

Regular Channel: Physical quantity being directly sensed.

Shoukry et al. [5] - Manipulate magnetic vehicle braking sensor.

Park et al. [8] - Saturate readings of infusion pump IR sensor.

Signal

Presenter
Presentation Notes
I’ll use the work by Shoukry et al as an example...



Threat Vectors: Sensing & Actuation
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● Signal Spoofing
○ Modification of the analog signal being sensed.

Shoukry et al. [5]
Non-Invasive Spoofing Attacks for Anti-Lock Braking Systems

Presenter
Presentation Notes
This work manipulates the magnetic sensor used by ABS or Anti-lock braking found in vehicles. This sensor works by measuring the magnetic flux generated by a rotating gear in each wheel (otherwise known as the wheel encoder). The frequency of the signal can then be used to detect wheel locking occurs during braking.
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● Signal Spoofing
○ Modification of the analog signal being sensed.

Disruptive attack:
Magnetic field is superimposed 
to the
original magnetic field.

Result: sensor will measure
“wrong” wheel speed.

Spoofing attack:
Attacker shields the sensor from 
the environment while generating 
synthetic signal.

Result: precisely control the 
“measured” wheel speed.

Shoukry et al. [5]
Non-Invasive Spoofing Attacks for Anti-Lock Braking Systems

Presenter
Presentation Notes
The authors demonstrate two attacks on this sensor. A disruptive attack in which a malicious magnetic field is superimposed on the original signal causing the ABS sensor to report the incorrect wheel speed. A second more powerful “spoofing” attack is also presented. In this instance, the attacker shields the sensor from the signal generated by the wheel encoder to then precisely control the signal that is now “measured” by the ABS sensor. 
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Controller Sensor Environment
Channel

Transmission
Channel

Regular 
Channel

Side-Channel

Signal

Transmission Channel: Interconnect between sensor and 
digitalization components.

Kune et al. [6] - Inject EMI to transmission wire in cardiac devices.

Presenter
Presentation Notes
Next, the transmission channel refers to the interconnect between the sensor’s signal and controller. I won’t go into detail on this particular topic, but will note that work by Kune et al. is most representative of attacks in this category.
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Controller Sensor Environment
Channel

Transmission
Channel

Regular 
Channel

Side-Channel

Side-Channel: Physical quantity NOT being directly sensed.

Son et al. [7] - Force resonance behavior on MEMS gyroscope.

Presenter
Presentation Notes
Finally, there is the side-channel. This refers to the use of a Physical quantity that is NOT being directly sensed. 
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Controller Sensor Environment
Channel

Transmission
Channel

Regular 
Channel

Side-Channel

Side-Channel: Physical quantity NOT being directly sensed.

Son et al. [7] - Force resonance behavior on MEMS gyroscope.

Presenter
Presentation Notes
Work done by Son et al. serves as an example of this category...



Threat Vectors: Sensing & Actuation
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● Signal Spoofing
○ Modification of the analog signal being sensed.

Son et al. [7]
Rocking Drones with Intentional Sound Noise on Gyroscopic Sensors

Presenter
Presentation Notes
This work targets a specific class of sensors known as MEMS (short for Micro-Electro-Mechanical Systems). These are the types of sensors found on your smartphone when you rotate it between portrait and landscape mode, as well as, a whole other range of other devices. You can think of them as a mass attached to a set of springs. This mechanism lets one measure rotation and acceleration. 
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● Signal Spoofing
○ Modification of the analog signal being sensed.

Son et al. [7]
Rocking Drones with Intentional Sound Noise on Gyroscopic Sensors

Presenter
Presentation Notes
The motion of the sensing mass is measured by the voltage difference across two electrically charged plates.The following figure foreshadows as to what the problem with these sensors is...
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● Signal Spoofing

Son et al. [7]
Rocking Drones with Intentional Sound Noise on Gyroscopic Sensors

Presenter
Presentation Notes
Resonance. This image that probably comes to mind when you think about resonance. By emitting sound at a specific frequency (aka the resonant frequency) one can cause the glass to oscillate. These oscillations can grow so large that it can eventually cause the glass to shatter..
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● Signal Spoofing
○ Modification of the analog signal being sensed.

Use sound to cause MEMS sensors to resonate and destabilize drone.
Son et al. [7]
Rocking Drones with Intentional Sound Noise on Gyroscopic Sensors

Presenter
Presentation Notes
Using this principle, the authors of this paper blast sound to trigger the same behavior in these MEMS sensors in a drone, causing it to destabilize and come crashing down.



Threat Vectors: Sensing & Actuation
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Take Away
Even perfectly secure hardware & software may be compromised if the 

physical domain cannot be trusted.

Presenter
Presentation Notes
The main take away from these threats is the realization that: “Even perfectly secure hardware & software may be compromised if the physical domain cannot be trusted”.Some parallels can be drawn to how cyber-systems deal with external inputs. However, a key difference for CPS is that these “external” inputs are the only source of information about the physical world. Ensuring their trust is more of a concern than validating say user input. This constraint can make CPS security more challenging.----Additionally there are only so many ways that we currently know of detecting different physical phenomenon, thus it may be too naive to think that we may be able to eliminate some of the short-comings (from a security perspective) of some sensors. There is only so much we can protect before impeding on the sensors usability. While building sensors with stronger physics is a must, eventually there will be a limit. It’s unclear whether that will be enough to make it sufficiently difficult for an attacker. 
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CPS Fundamentals

Revisited

Presenter
Presentation Notes
With a better understanding of the threats, let’s revisit a few CPS fundamentals to try and understand the root cause. We begin by defining some properties predominantly found among different classes of CPS...



CPS Properties
● Feedback

Process

Controller

Actuator Sensor

Cyber

Physical
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Presenter
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The first is “Feedback”. Here, we use the output value of the system (captured via the sensor) to help prepare the next output value (to be executed by the actuator), crossing between the Cyber & Physical domains forming a loop.



CPS Properties
● Feedback
● Dynamic

Process

Controller

Actuator Sensor

Cyber

Physical
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Presenter
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Next, is the fact that CPS are dynamic. They are constantly changing and evolving over time as they move.--- These dynamics are not about change in computational state, but change in say the propagation of physical properties like change in temperature for different materials.



CPS Properties
● Feedback
● Dynamic
● Observable

Process

Controller

Actuator Sensor

Cyber

Physical
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Presenter
Presentation Notes
This evolution of the system is observable. Unlike a cyber system, where we might be able to use encryption to hide information, Because these systems operate in the physical world, their effects can be observed by all.



CPS Properties
● Feedback
● Dynamic
● Observable
● Physically Bounded

Process
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Actuator Sensor

Cyber

Physical
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Presenter
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Physics imposes other restrictions as well. For example, a motorized actuator may only have enough power to move a certain weight.Sensors may only detect signals at a specific resolution..And the physical process itself might react to inputs with some delay.



CPS Properties
● Feedback
● Dynamic
● Observable
● Physically Bounded
● Error Tolerant

Process

Controller

Actuator Sensor

Cyber

Physical
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Presenter
Presentation Notes
Additionally, due to lossy conversion every time the system switches between the digital and analog, or cyber and physical, domains..These systems are built to tolerate certain amounts of imprecision or error. 



CPS Properties
● Feedback
● Dynamic
● Observable
● Physically Bounded
● Error Tolerant 
● Event-driven

Process

Controller

Actuator Sensor

Cyber

Physical
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Presenter
Presentation Notes
Finally, due to the nature of how these systems operate, controller software tends to be event-driven, a programming paradigm in which the flow of the program is determined by events (such as sensor inputs). 



CPS Properties
● Feedback
● Dynamic
● Observable
● Physically Bounded
● Error Tolerant 
● Event-driven

Process

Controller

Actuator Sensor

Cyber

Physical
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Presenter
Presentation Notes
Now it’s important to note that individually, these properties are not entirely unique to CPS. Traditional systems may incorporate different subsets of these properties. For example: a interactive GUI application has feedback and is event-driven, and a web server is both event driven and error tolerant.The important distinction lies in the fact that these properties are intrinsically fundamental to CPS.They come without having to change the underlying structure or assumptions about how they operate.Additionally, the continuous nature of the physical domain further introduces complexities to these properties.	So how do these properties help us explain the previously discussed Cyber-Physical threats…



CPS Properties
● Feedback
● Dynamic
● Observable
● Physically Bounded
● Error Tolerant 
● Event-driven
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Presenter
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It all depends on our mindset. We need to think about how an attacker views these properties vs how a defender views them?



CPS Properties
● Feedback
● Dynamic
● Observable
● Physically Bounded
● Error Tolerant 
● Event-driven

Process

Controller

Actuator Sensor

Cyber

Physical
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Presenter
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For example: For an attacker…The fact that these systems have feedback and are dynamic means that it is possible to move laterally between the two domains (ie. compromising the physical domain is just as valuable as compromising the cyber domain).The fact that they are observable can be crucial since it can help them determine if their exploit succeeded or not.The fact that they are physically bounded means that they can push the system to a state a defender might not be able to recover from.



CPS Properties
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● Dynamic
● Observable
● Physically Bounded
● Error Tolerant 
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Presenter
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From a defender’s perspective,The feedback, dynamic, and observable nature of CPS means that they may be able to model and predict how the system behaves.The fact that CPS are physically bounded and error tolerant means they may resist certain attacker actions. We’ve already seen how attackers leveraged these properties for “evil”...



Embracing CPS for Defense
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So, let’s look at what defenders have proposed.There are 3 broad categories of defenses I’ll cover...



Prevention

Defenses

Presenter
Presentation Notes
The first being prevention. You can think about this as building a castle around something you want to protect. 



Prevention Detection

Defenses

Presenter
Presentation Notes
Next, you might upgrade your castle and add watch towers so detect any incoming threats.



Prevention Detection Mitigation

Defenses

Presenter
Presentation Notes
Finally, as a last resort you’ll build an army to stand guard and mitigate against any potential adversaries breaking through your fortifications.



Prevention
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Authentication

Presenter
Presentation Notes
We’ll start by focusing on one particular prevention technique in this presentation: Authentication.



Prevention: Authentication

68

How to ensure that sensors are genuinely reporting valid 
information?

Presenter
Presentation Notes
This mainly deals with the question: “How to ensure that sensors are genuinely reporting valid information?”
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Shoukry et al. [11]
PyCRA: Physical Challenge-Response Authentication For 

Active Sensors Under Spoofing Attacks

Prevention: Authentication

Presenter
Presentation Notes
In PyCRA, Shoukry et al. aims to tackle this question by providing a method of ensuring the trustworthiness of active sensors.This is done by comparing environmental responses to a series of physical queries or challenges. To better understand what this means we need to differentiate between passive and active sensors. 



70Shoukry et al. [11]
PyCRA

Prevention: Authentication

Presenter
Presentation Notes
Sensors can be broadly classified as either passive or active based on the source of energy being sensed. For example this passive IR sensor measures the IR radiation emitted from an object.By contrast, an active IR sensor probes some physical entity with self-generated energy. This energy is partially reflected back to the sensor where it is measured and used to infer properties about some physical phenomenon. 
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PyCRA

Active Sensor

Actuator

Sensor

Measured Entity

Prevention: Authentication

Presenter
Presentation Notes
What’s important to note about active sensors is that...



72Shoukry et al. [11]
PyCRA

Active Sensor

Actuator

Sensor

Measured Entity

Passive

Prevention: Authentication

Presenter
Presentation Notes
the measured entity is strictly passive.it responds only when the sensor generates an appropriate physical signal. This key insight is part of what PyCRA exploits in its challenge-response scheme. The next key insight to realizing PyCRA lies with the adversary.



73Shoukry et al. [11]
PyCRA

Active Sensor

Actuator

Sensor

Measured Entity

Malicious 
Actuator

Prevention: Authentication

Presenter
Presentation Notes
We consider the following adversary mounting a simple spoofing attack similar to the ones shown previously.----Here the adversary uses a malicious actuator to blindly inject a signal in order to alter what is observed by the sensor. 



74Shoukry et al. [11]
PyCRA

Active Sensor

Actuator

Sensor

Measured Entity

Malicious 
Actuator

Physical Delays (𝜏𝜏attack )

Prevention: Authentication

Presenter
Presentation Notes
The key fact that PyCRA relies on is that physical hardware comes with inherent physical delays. This delay is fundamental to all physical actuation and sensing hardware and hence affects the attacker.  The authors tie the passivity property with these physical delays to realize the PyCRA authentication scheme.Let’s see how a system with PyCRA works...
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PyCRA

Prevention: Authentication

Operation with PyCRA

Presenter
Presentation Notes
Using PyCRA, the sensor...



76Shoukry et al. [11]
PyCRA

Prevention: Authentication

B (t) = u(t)A (t),   u(t) ∊ {0,1}

Presenter
Presentation Notes
Modulates the original signal A(t) with u(t) leading to a newly generated signal referred to as B(t).The u(t) term serves as the challenge for authentication, switching the original signal on and off for short periods of time,



77Shoukry et al. [11]
PyCRA

Prevention: Authentication

Under Attack with 
PyCRA

Presenter
Presentation Notes
In the event of an attack, by making the challenge, u(t), be random, the attacker cannot learn and compensate for their inherent actuation delay.Any nonzero signal sensed while challenge signal is zero can thus be attributed to the existence of an attacker. 



78Shoukry et al. [11]
PyCRA

Prevention: Authentication

Take Away
Fundamental properties of sensor physics 

can be useful for defense.

Presenter
Presentation Notes
The main take-away from this paper is that it shows us how we can embrace the fundamental physical properties of sensors for defense.
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● Formal Methods 
○ Mitra et al. [12] - Verifying Cyber-Physical Interactions in Safety-Critical Systems
○ Bohrer et al. [13] - VeriPhy: Verified Controller Executables from Verified Cyber-

Physical System Models

● Memory Safety
○ Clements et al. [14] - Protecting Bare-Metal Embedded Systems with Privilege 

Overlays

● Resilient Control
○ Ivanov et al. [15] - Attack-resilient Sensor Fusion for Safety Critical Cyber-Physical 

Systems

● System Architecture
○ Liu et al. [16] - Secure Autonomous Cyber-Physical Systems Through Verifiable 

Information Control Flow

Prevention

Presenter
Presentation Notes
Authentication is not the only preventative mechanism that has been studied. There are numerous others ranging from formal methods to new system architectures. In the interest of time, I won’t be touching on these during the presentation.



Detection
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Intrusion Detection

Presenter
Presentation Notes
Next I’ll talk about one detection mechanism, namely “intrusion detection”, which looks at tackling the question of...



Detection
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How to detect if a system is behaving maliciously?

Presenter
Presentation Notes
“How to detect if a system is behaving maliciously?”



Detection: IDS
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Cheng et al. [21]
Orpheus: Enforcing Cyber-Physical Execution Semantics to 

Defend Against Data-Oriented Attacks

Presenter
Presentation Notes
The work I’ll be elaborating further by Cheng et al. seeks to answer the slightly more specific question of: 
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83Cheng et al. [21]
Orpheus

How to detect if software is behaving maliciously?

Presenter
Presentation Notes
How to detect if software is behaving maliciously?



Detection: IDS
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Orpheus

How to detect if software is behaving maliciously?

Physical
Execution

Presenter
Presentation Notes
The main problem they identify is that there is a disconnect between the  physical execution of the process and...



Detection: IDS
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Orpheus

How to detect if software is behaving maliciously?

Cyber
Execution

Physical
Execution

Presenter
Presentation Notes
The cyber (or program) execution of the controller...



Detection: IDS
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Orpheus

How to detect if software is behaving maliciously?

Cyber
Execution

Physical
Execution

Presenter
Presentation Notes
This missing link can result in these systems not being able to detect attacks that cause inconsistencies between program control flow and the physical environment. 
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Attacks on control branch
Execute a valid-yet-unexpected 
control flow path (eg. dispensing 
drugs at an unscheduled time).

Attacks on control intensity
Manipulate the amount of control 

operations (eg. dispensing too much 
of a drug).

Presenter
Presentation Notes
Here are two examples of attacks that can arise due to these inconsistencies. The first is what the authors refer to as “Attacks on Control Branches”. Here an attack corrupts the control variables that result in either the Push or Pull events of a medical syringe in Line 3 and 5 to return True. This results in a valid-yet-unexpected control flow path. The physical effect of which might be “having the syringe dispense drugs at an unscheduled time”. The second attack is “on control intensity”. Here the control variable that manipulates the iterations of the loop in line 10 is corrupted. The physical effect of which might be “having the syringe dispensing TOO MUCH of a drug”.
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How to detect if software is behaving maliciously?

Cyber
Execution

Physical
Execution

Presenter
Presentation Notes
Their proposal to combat against these threats is to introduce the notion of...
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How to detect if software is behaving maliciously?

Cyber-Physical
Execution

Presenter
Presentation Notes
Cyber-physical execution. For example, this means that the decision of pushing the syringe has to be made based on, SAY..., the amount of a drug already dispensed.
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How to detect if software is behaving maliciously?

Cyber-Physical
Execution

Augment physical event constraints on top 
of a program behavior model.

Presenter
Presentation Notes
Using Anomaly detection, their system, Orpheus, enforces the consistency among control decisions, the values of data variables in control programs, and the physical environment. In other words, Orpheus provides execution context integrity.This is done by augmenting the programs control flow with a notion of physical events.
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Presenter
Presentation Notes
I won’t be able to go through the entire workflow, but I will highlight the aspects that provide the cyber-physical execution guarantees.The first shown in step 1. Is the event identification. Here a LLVM static analysis pass uses knowledge of sensor reading and actuation APIs to identify physical events in the control flow of the program.
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Presenter
Presentation Notes
In 2 the events are then used to annotate the Control-Flow Graph of the program identifying instructions associated with events.
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Presenter
Presentation Notes
In 5, Orpheus, collects runtime traces of control program’s execution. Whenever an event dependent control flow path is encountered in 6, the event verifier checks the consistency of whether a specific physical event associated with a software control flow transition is observed in the physical domain.
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Take Away
Fusion of program & physical event contexts 

can strengthen software.

Presenter
Presentation Notes
The main take away from this work is that it shows that the fusion of program & physical event contexts can strengthen software. 
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● Attestation
○ Valente and Cardenas [17] - Using Visual Challenges to Verify the Integrity of 

Security Cameras
○ Chen et al. [18] - Learning From Mutants: Using Code Mutation to Learn and 

Monitor Invariants of a Cyber-Physical System

● Vulnerability Discovery
○ Corteggiani et al. [22] - Inception: System-wide Security Testing of Real-world 

Embedded Systems Software
○ Pustogarov et al. [23] - Using Program Analysis to Synthesize Sensor Spoofing 

Attacks

Presenter
Presentation Notes
A few other techniques exist within the detection family of defenses, but Orpheus serves as a good example of what these aim to achieve.
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Reconfiguration

Presenter
Presentation Notes
Finally, I will talk about a mitigation technique I refer to as reconfiguration...
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How to make systems that can survive attacks?

Presenter
Presentation Notes
Which tries to address the question: “How to make systems that can survive attacks?”. ---This concept is also known as “Survivability” (the system’s ability to function as expected despite adverse events such as component failures and malicious attacks.)
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Abdi et al. [24]
Guaranteed Physical Security with Restart-Based Design 

for Cyber-Physical Systems

Presenter
Presentation Notes
The specific technique we’ll be looking at by Abdi et al. aims at making CPS resilient to software attacks. Their technique draws inspiration from other areas in computer science, namely fault-isolation and software rejuvenation...blending them with the physical nature of CPS. Let’s take a closer look...
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Restart-Based Design

Presenter
Presentation Notes
Have you ever called any IT support number to have them utter this to you? Chances are you have.If you think a bit longer, you may realize why this is usually a good first suggestion. It turns out that software is mostly tested from its initial pristine state, and a “reboot” brings the system back to that state. In fact this is the main idea behind the “software rejuvenation” concept.The authors in this work use this technique to reprogram the system periodically, eradicating any changes an attacker may have had on the running program.In addition to these “reboots”, this technique also leverages the physical property of..
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Inertia
Abdi et al. [24]

Restart-Based Design

Presenter
Presentation Notes
Inertia, or Newton’s first law. If you’re unfamiliar with it, think about when you are riding on the subway. Say you are facing in the direction of motion. When the train slows down you feel a jerking motion moving you forward, and when the train accelerates you feel it pulling you back. In reality, this is only an apparent force, as it is you who is resisting the change in motion. This resistance to change is what is referred to as inertia. Because of inertia, pushing a physical plant from a given (potentially safe) state to an unsafe state -- even with complete adversarial control -- is not instantaneous and often takes finite (even considerable) time. This property is leveraged to calculate a safe operational window for restarts in the worst case event of an adversary.
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Adversary

SEIRestart

RoT 
Trigger

Next 
Restart 

Scheduled

Main

Abdi et al. [24]
Restart-Based Design

Presenter
Presentation Notes
This defense is best explained visually.A hardware Root of Trust (RoT) is periodically scheduled to trigger a restart (shown by the red arrow). Once the restart is triggered, the system spends a short amount of time to restart (shown in yellow). Subsequently, what is referred to as the Secure Execution Interval or SEI is entered...
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Adversary

Restart

RoT 
Trigger

Next 
Restart 

Scheduled

Main

RoT Unavailable RoT 
Available

Secure Execution Interval

● FindRestartTime

○ Calculates restart times s.t the physical plant cannot

reach an unsafe state until the restart takes place and, 

at the beginning of the next SEI, the state is still 

recoverable by the Safety Controller.

● SafetyController

○ Stabilizes the system if needed.

SEI

Abdi et al. [24]
Restart-Based Design

Presenter
Presentation Notes
The SEI has two primary goals: To calculate the next restart time such that the physical plant cannot reach an unsafe state until the restart takes place in the next period and Restoring the system’s stability if needed.----If the system is restarted at rates smaller or equal to the calculated safe operation windows, the physical plant is guaranteed to remain safe under an attacker who gains full control immediately after SEI ends. When operating in proximity to the boundaries of the admissible and inadmissible region, there is a very narrow margin for misbehavior. If attackers take over again while the system is in such a vulnerable state, they can easily violate the physical safety. Therefore, in such states, the safety controller needs to keep execution longer than usual and push the plant back into the stable region.
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Adversary

SEIRestart

RoT 
Trigger

Next 
Restart 

Scheduled

Main

Abdi et al. [24]
Restart-Based Design

Presenter
Presentation Notes
After the system is considered to be stable again, the main controller which enables “external/internet” access takes over, allowing a remote entity to pilot the system, but also to potential adversaries...
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Adversary

SEIRestart

RoT 
Trigger

Next 
Restart 

Scheduled

Main

Abdi et al. [24]
Restart-Based Design

Presenter
Presentation Notes
To understand the benefit of the SEI let’s consider an adversary that attempts to crash the drone by driving it to the ground. Because of the assurance of the restart time computed by the SEI, the next restart is scheduled before an attacker has the ability to bring the system to an unsafe state. In addition, the software state of the system is also wiped clean during the SEI after each restart, eliminating the attacker from the system, forcing them to have to try again.
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Take Away
Inertia can help build attack-tolerant 

systems.

Abdi et al. [24]
Restart-Based Design

Presenter
Presentation Notes
The main take away from this paper is that it demonstrates how one can leverage the simple yet fundamental property of inertia to help build attack-tolerant systems.
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Defenses
Common Theme

Presenter
Presentation Notes
I hope that these defensive techniques have highlighted the common theme which they all rely on...
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Unifying Theme

Presenter
Presentation Notes
Physics.With a better understanding and appreciation of the physical aspect of CPS we can learn to...
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Unifying Theme

Secure Sensors

Presenter
Presentation Notes
Secure sensors...
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Unifying Theme

Secure Sensors
Secure Software

Presenter
Presentation Notes
Secure software...
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Unifying Theme
Secure Sensors
Secure Software

Make systems more attack-tolerant

Presenter
Presentation Notes
And make systems more attack tolerant. 
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Future Work

Presenter
Presentation Notes
I’d like to conclude with a few remarks on future work I believe to be interesting...
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Future Work

● Tailored Defenses for CPS. ● Distributed CPS

Presenter
Presentation Notes
The first is that building tailored defenses for CPS warrants more attention. It’s not always enough to repackage previously developed techniques as the threat models and limitations here are different.In particular, we should focus on trying to build systems that are able to react to attacks and heal themselves, something that may be easier for CPS due to the combination of properties present.Second, while the works I’ve covered mostly deal with single systems. Communities of systems, or distributed CPS would be the next logical topic of focus.It will be interesting to study how the properties and challenges of single systems translate when considering a community or how we might use these communities to design new architectures.
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CPS Security is Different

Today Tomorrow

Presenter
Presentation Notes
In summary, CPS Security today is akin to the early years of exploration. We are just starting to grasp the complexities of these systems and what security means for them. As we expand our knowledge we’ll be better able to identify threat boundaries and build better defenses.
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CPS Security is Different

Questions?

Presenter
Presentation Notes
With that are there any questions?


	Charting The Cyber-Physical System Security Landscape
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	The Claim
	CPS Security is Different
	CPS Security is Different...
	CPS Security is Different...
	Research Question
	Slide Number 15
	A 30,000ft view
	CPS Components
	CPS Components
	CPS Components
	CPS Components
	Threat Vectors
	Slide Number 22
	Threat Vectors: Control
	Threat Vectors: Control
	Threat Vectors: Control
	Threat Vectors: Control
	Threat Vectors: Control
	Threat Vectors: Control
	Slide Number 29
	Threat Vectors: Sensing & Actuation
	Threat Vectors: Sensing & Actuation
	Threat Vectors: Sensing & Actuation
	Threat Vectors: Sensing & Actuation
	Threat Vectors: Sensing & Actuation
	Threat Vectors: Sensing & Actuation
	Threat Vectors: Sensing & Actuation
	Threat Vectors: Sensing & Actuation
	Threat Vectors: Sensing & Actuation
	Threat Vectors: Sensing & Actuation
	Threat Vectors: Sensing & Actuation
	Threat Vectors: Sensing & Actuation
	Threat Vectors: Sensing & Actuation
	Threat Vectors: Sensing & Actuation
	Threat Vectors: Sensing & Actuation
	Threat Vectors: Sensing & Actuation
	Threat Vectors: Sensing & Actuation
	Threat Vectors: Sensing & Actuation
	Threat Vectors: Sensing & Actuation
	Threat Vectors: Sensing & Actuation
	Threat Vectors: Sensing & Actuation
	Threat Vectors: Sensing & Actuation
	A 30,000ft view
	CPS Properties
	CPS Properties
	CPS Properties
	CPS Properties
	CPS Properties
	CPS Properties
	CPS Properties
	CPS Properties
	CPS Properties
	CPS Properties
	Embracing CPS for Defense
	Defenses
	Defenses
	Defenses
	Prevention
	Prevention: Authentication
	Prevention: Authentication
	Prevention: Authentication
	Prevention: Authentication
	Prevention: Authentication
	Prevention: Authentication
	Prevention: Authentication
	Prevention: Authentication
	Prevention: Authentication
	Prevention: Authentication
	Prevention: Authentication
	Prevention
	Detection
	Detection
	Detection: IDS
	Detection: IDS
	Detection: IDS
	Detection: IDS
	Detection: IDS
	Detection: IDS
	Detection: IDS
	Detection: IDS
	Detection: IDS
	Detection: IDS
	Detection: IDS
	Detection: IDS
	Detection: IDS
	Detection
	Mitigation
	Mitigation: Reconfiguration
	Mitigation: Reconfiguration
	Mitigation: Reconfiguration
	Mitigation: Reconfiguration
	Mitigation: Reconfiguration
	Mitigation: Reconfiguration
	Mitigation: Reconfiguration
	Mitigation: Reconfiguration
	Mitigation: Reconfiguration
	DefensesCommon Theme
	Defenses
	Defenses
	Defenses
	Defenses
	Future Work
	Future Work
	In Summary
	In Summary

